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Abstract
Hand vein identification stands out to be an increasingly popular approach for biometric identification due to its distinctiveness
and convenience. While state-of-the-art techniques are able to achieve good performance, they share two common drawbacks:
(1) complexpreprocessingprocedures, e.g., vein enhancement andRegionof Interest (ROI) extraction, and (2) vein information
loss due to hand ROI partition. To address these issues, we propose VeinTr, an end-to-end full-hand vein identification
approach. In particular, our VeinTr consists of three components: a local feature extractor, a lightweight transformer, and a
global feature decoder. We first obtain local features via convolution-based ResNet-like blocks. Then the attention mechanism
is employed to aggregate global features from local features, which can be then decoded as global hand vein features. Finally,
a global feature decoder is applied to generate robust hand features. By doing so, VeinTr is capable of directly extracting
robust hand vein features from raw hand vein images. We evaluate our method on CASIA, TPV, and PLUSVein hand vein
datasets. Experimental results show that our approach outperforms the state-of-the-art methods and has strong inter-dataset
generalization abilities.
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1 Introduction

Secure personal identification has become increasingly sig-
nificant nowadays due to the rapid evolution of digital tech-
nology. The consequences of erroneously granting access
to impostors within critical systems, including but not lim-
ited to banking systems and social networks, are potentially
catastrophic. Such errors can lead to not only losses at the
financial or reputational level but also other immeasurable
ramifications. Token-based authentication methods such as
passwords and personal information are feasible in certain
scenarios; however, they require userswith goodmemory and
can be possibly attacked. Physical identifiers, for instance,
bank cards, compromise convenience and meanwhile can
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potentially be forged. In recent years, biometric identifica-
tion has come to the horizon and swiftly become a dominant
alternative in the field primarily due to its distinctiveness and
convenience.

Among the human physiological features, the face [1, 2]
and hand stand out as the two most widely used compo-
nents in contemporary applications. However, the face-based
recognition approach can be potentially attacked [3, 4]. As
the awareness of privacygrows among the public, hand-based
methods have gained preference over face-based methods.
Such preference is driven by the fact that hand-based meth-
ods are inherently less likely to be exposed to the public
and subsequently subject to malicious data collection. In the
domain of hand feature (e.g., finger and palm) identification,
hand vein features have taken precedence over hand print
features due to similar reasons [5].

Earlier research attempts to leverage the handcrafted-
based geometrical [6–10] or statistical [11–14] information
exhibited in hand vein image under near-infrared light (NIR).
These methods are feasible in certain application scenarios
and, however, are still subpar under perturbations such as
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illumination and noise. In the last decade, advanced deep
learning techniques have been exploited and combined with
handcrafted features to extract robust vein features [15, 16].
It merely alleviates the drawbacks of handcrafted features
but is still vulnerable to real-world application. More recent
works [17, 18] fully abandoned the handcrafted features and
employed convolutional neural networks (CNNs) to extract
features from vein images.

Nonetheless, current deep learning methods typically
focus on feature extraction from theRegion of Interest (ROI).
This requires a series of preprocessing steps involving hand
localization and ROI extraction. Consequently, the perfor-
mance of those methods still relies on the robustness of ROI
extraction, which is challenging in real-world applications.
On the other hand, the vein pattern throughout the hand is
unique for each individual. Therefore, using only the ROI for
feature representation is potentially inferior in comparison to
leveraging the full-hand vein pattern.

To this end, we propose VeinTr, an end-to-end full-hand
vein identification/matching approach. Without ROI extrac-
tion, it directly takes a full-hand vein image as input. In
particular, the local feature extractor employsCNNs to simul-
taneously reduce the pixel-wise feature size and extract prior
local features. These features are then fed to a series of resid-
ual blocks [19] to enhance the local feature representation.
Subsequently, a lightweight transformer [20, 21] is adopted
to enlarge the perceptive field and aggregate the global fea-
ture. In the end, the hand vein features can be obtained from
the global feature decoder.

The contributions of this work can be listed as follows:

• Wepropose VeinTr, a hand vein identification framework
that consists of CNNs and a lightweight Transformer.

• Compared to previous methods, our designed network
directly takes the full-hand image as input, eliminating
complex preprocessing, e.g., ROI extraction.

• We conduct extensive experiments, including intra- and
inter-dataset validation on the proposed method, and
compare the results with the state-of-the-art approaches,
demonstrating the effectiveness of our method.

The rest of the paper is organized as follows. Section2
reviews previous research work. Section3 presents the pro-
posed approach. In Sect. 4, we evaluate our method using
three publicly available datasets and analyze the experimen-
tal results. Section5 concludes this work.

2 Related work

Typically, state-of-the-art techniques for hand vein identi-
fication follow a four-step procedural framework: (1) hand
localization, (2) ROI extraction, (3) feature extraction, and

(4) probe-to-database matching. Among these, extracting
robust vein feature representations stands out as the deci-
sive procedure that leads to a reliable hand vein biometric
identification system. Vein feature extraction methods can be
roughly categorized into two groups: handcrafted and learn-
ing methods.

Handcrafted methods Fingerprints [22–25] and palm-
prints [26–29] for biometric recognition are widely studied.
Similar to them, hand vein image consists of rich topological
geometry information such as the principal line, branches,
and minutiae points. Building stable feature representations
from these visual cues experienced a longstanding inves-
tigation. Early attempts employed explicit geometry-based
detectors such as wide line detector [6] and neighborhood
matching radon transform [7]. In line with this approach,Wu
et al. [8] proposed to use a directional filter bank to extract
line-based features, complemented by aminimumdirectional
code for feature encoding. Wirayuda et al. [9] proposed to
exploit the vein topology and utilize the minutiae feature for
vein representation.

Another line of research focuses on leveraging statistical
information in the vein image. Techniques such as invariant
moments [30], local binary pattern (LBP) [11–14], and local
derivative pattern (LDP) [11, 14, 31] have found widespread
application for vein feature extraction. Although these meth-
ods exhibit high performance on public datasets, they are
still vulnerable to perturbations in real-world applications.
To address vein distortion in practical scenarios, Kang et
al. [32] proposed to adopt RootSIFT to overcome the pro-
jection transformation in contact-free settings. Rahul et al.
[33] proposed the mutual foreground local directional tex-
ture pattern (MF-LDTP) for feature extraction, aimed at
noise suppression. Pratiwi et al. [13] employed a local binary
pattern rotation invariant (LBPROT) to enhance the robust-
ness against rotation. Wu et al. [34] proposed Haar-wavelet
decomposition and partial least square (HDPLS) to effec-
tively extract the main subspace feature while mitigating the
non-significant noise.

Learning-based methods Although the above-mentioned
approaches alleviate the shortcomings of handcrafted meth-
ods to an extent, their performances are still conditioned
to imaging factors such as noise and lighting. Recently,
researchers have resorted to deep learning techniques to
extract robust vein features. Perwira et al. [35] adopted
principal component analysis (PCA) for feature extraction
and a probabilistic neural network (PNN) to perform clas-
sification. Building upon this work, Fronitasari et al. [15]
proposed to improve the performance of PNN by incorporat-
ing LBP features. Similarly, Bhilare et al. [16] employed
center-symmetric LBP for vein feature extraction, subse-
quently applying DeepMatching [36] for probe-to-database
matching.
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Fig. 1 The overview of our proposed VeinTr pipeline. The full-hand
image is first fed into a local feature encoder to extract local features
and meanwhile reduce its spatial size. Then the attention blocks are
employed to aggregate global features from the extracted local features.

Finally, the hand vein features can be obtained through the MLP-based
global feature decoder. Notably, our method pioneers the end-to-end
extraction of full-hand features

However, the performance of the aforementioned meth-
ods is still constrained by the initial handcrafted features.
To address this issue, Thapar et al. [17] proposed an end-to-
end PVSNet, leveraging a deep convolutional neural network
(DCNN) for feature extraction. Chen et al. [18] addressed
challenges related to insufficient training samples and high
computation costs by adopting symmetric discrete wavelet
transform (SMDWT-PCA) for vein image augmentation and
depth separable convolution (DSC) for model parameters
reduction, respectively.

Unlike the previous methods, our proposed method does
not require an ROI extraction step and can be directly fed
with unprocessed full-hand image data.

3 Method

In previous works, ROI extraction is a crucial step in the con-
text of biometric identification based on hand attributes, e.g.,
palm vein [17, 18] or finger vein [37, 38]. Consequently, the
identification accuracy exhibits a positive correlationwith the
quality of the extracted ROI. On the other hand, the unique
patterns present in both palmandfinger areas contribute to the
extraction of distinctive feature representations from a spe-
cific hand. In the neighboring research domain, the fusion of
palmprint and fingerprint has been investigated in pioneering
work [28]. Nevertheless, it extracts the features from those
two areas individually, potentially compromising the topol-
ogy structure of the hand pattern as a whole.

To address these issues, we propose VeinTr, an end-to-end
full-hand vein identification/matching approach.Ourmethod
consists of only two steps: (1) feature extraction and (2)
probe-to-database matching. Figure1 illustrates our overall
framework.

3.1 Vein transformer

Given a full-hand image X ∈ R
H×W×C , where H and W

are the height and width of the image and C is the num-
ber of image channels, a local feature encoder that consists
of a convolutional neural network and residual blocks is
employed to extract the local features Fl ∈ R

H ′×W ′×D .
Then a lightweight transformer is adopted to aggregate global
contextual features by enlarging the perceptive field via the
attention mechanism. The global features Fg ∈ R

L×M out-
putted from the transformer are then fed to a global feature
encoder to obtain the final feature representation Fh ∈ R

O

for probe-to-database matching.
Local feature encoder We adopt a series of convolution

blocks to simultaneously extract the prior local feature and
reduce the size of the input data. A convolution block consists
of a convolutional layer, a batch normalization operation,
and an activation function. We employed PReLU [39] as the
activation function in our experiments. The outputted prior
local features Fp ∈ R

H ′×W ′×D from the convolution blocks
are then fed into a three-layer residual block [19] to extract
local feature Fl ∈ R

H ′×W ′×D . In our experiments, given an
image X ∈ R

256×256×3, H ′ = W ′ = D = 64.
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Attention layer To leverage the attention mechanism for
global feature aggregation, we first reshape the local fea-
ture Fl ∈ R

H ′×W ′×D into a patch-based 2D sequence Fs ∈
R

N×(P2×D), where P is the edge length of each patch (e.g.,
16 in our experiments) and N = H ′W ′/P2 is the result-
ing number of patches. Each patch is flattened and projected
into a lower dimension d. Subsequently, the projected fea-
tures Fd ∈ R

N×d are fed into a L-layer multi-head attention
blocks. Eachmulti-head attention block is defined as follows:

A(Q, K , V ) = (Head1 ⊕ · · · ⊕ HeadH )WO , (1)

where Q, K , and V are the input query, key, and value,
respectively. ⊕ denotes the concatenation operation. WQ

h ∈
R

Hdhead×d is a learnable projection matrix. The number of
heads H is set to 8 in our experiments and dhead = d/H .
Headh is defined as follows:

Headh = softmax

(
QWQ

h (KWK
h )T√

dhead

)
VWV

h , (2)

where WO ,WQ
h ,WQ

h ∈ R
d×dhead are learnable projection

matrices. In the case of L = 1, the global feature Fg′ can be
obtained by setting Fd to be query, key, and value as follows:

Fg′ = LNorm(A(Fd , Fd , Fd)), (3)

where LNorm(·) denotes the layer normalization operation.
In our experiments, we set the number of attention layers L
to 3.

Global feature decoder The extracted global feature Fg
can be used as a robust hand vein representation. To this end,
we use a two-layer MLP to reduce the dimensionality of the
output vein feature. Fg is first flattened to F̂g ∈ R

1×LM and
then the final hand vein feature Fh ∈ R

1×O can be obtained
as follows:

Fh = BNorm(BNorm(F̂gW1 + b1)W2 + b2), (4)

where BNorm(·) denotes the batch normalization operation.
W1, W2, b1, and b2 are learnable weights and biases in MLP
layers, respectively. The output feature dimension O is set to
512 in our experiments.

3.2 Loss functions

Our proposed network can be trained in an end-to-end man-
ner as a metric learning task. Concretely, the training should
optimize the vein feature Fh to enforce higher similarity
among intra-class samples, and conversely, distinctiveness
for inter-class samples. In our experiments, we adopt Arc-
Face loss [40] as our objective function, which is defined as

follows:

L = − 1

N

N∑
i=1

log
es(cos(θyi +m))

es(cos(θyi +m)) + ∑n
j=1, j �=yi e

s·cosθ j , (5)

where N and n are the batch size and the number of classes,
respectively. s = ‖Fh

i ‖, where ‖Fh
i ‖ is the i-th sample,

belonging to the yi -th class and ‖ · ‖ is the l2 normalization.

cosθ j = WT
j F

h
i

‖Wj‖‖Fh
i ‖ , (6)

where Wj ∈ R
O denotes the j-th column of the learnable

weight W ∈ R
O×n .

3.3 Probe-to-databasematching

Given a database comprising data samples G = {gi |gi ∈
R

H×W×C , i = 1, ..., n}, our initial step involves the creation
of a database matrix denoted as D ∈ R

n×O . This matrix is
formed by assigning ‖VeinTr(gi )‖ to the i-th column of
D, where gi ∈ G and VeinTr(·) refers to our proposed
method, as elaborated in Sect. 3.1. Then given a set of probe
data samples P = {pi |pi ∈ R

H×W×C , i = 1, ..., n}, the
predicted class of a sample pi can be calculated as follows:

C = argmax(D · ‖VeinTr(pi )‖), (7)

where C denotes the predicted class.

4 Experiment results

4.1 Implementation

Our method is implemented in PyTorch and we use an SGD
optimizer during the training stage with an initial learning
rate of 1e − 2. The momentum and the weight decay rate
are 9e − 1 and 5e − 4, respectively. The batch size is set
to 128, and the total number epochs is 1000. All training is
conducted on an NVIDIA 2080Ti GPU.

4.2 Datasets

We employ three hand vein datasets that are publicly avail-
able to validate our method.

CASIA dataset [41] is a multi-spectral palmprint image
repository containing a total of 7200 hand images captured
from 100 different people using a custom-designed mul-
tiple spectral imaging device. For each hand, 6 samples
are included, collected across two sessions at one-month
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intervals. Each sample contains 6 images of different wave-
lengths. We only select images with a wavelength of 850 and
940nm for our experiments. Image samples of the CAISA
dataset are shown in Fig. 2a.

Tongji palm vein dataset (TPV) [42] is a large-scale con-
tactless palm vein repository containing a total of 12000 hand
images captured from 300 volunteers. For each hand, 10
images are captured in each session with a total of two ses-
sions. Similar to the CASIA dataset, the average time interval
between sessions was about two months. Image samples of
the Tongji dataset are shown in Fig. 2b.

PLUSVein dataset [43] is a relatively small palm vein
dataset containing a total of 420 hand images captured from
42 volunteers using 850nm wavelength illumination. For
each hand, five images are captured. Image samples of the
PLUSVein dataset are shown in Fig. 2c.

In our experimental setup, we employ the CASIA dataset
specifically for the intra-dataset vein matching task, given
its extensive utilization in prior research as a widely recog-
nized benchmark. We incorporate all three datasets in the
inter-dataset vein matching task to facilitate comprehensive
comparisons and assessments.

The uniqueness of hand vein patterns extends to both
hands of an individual. Therefore, treating the right and left
hands as a single identity leads to a mislabeling scenario
where distinct classes share the same label. We follow [17,
18], the right and left hands of the same person are regarded
as hands from two independent identities during training and
testing. Hand vein images from each person in all datasets
are evenly separated as the training set (i.e., the gallery set)
and the testing set (i.e., the probe set). For the PLUSVein
dataset, we assign 3 images to the training set and the rest to
the test set since they cannot be evenly separated.

4.3 Evaluationmetrics

We follow Chen et al. [18] and report the correct recognition
rate (CRR) and equal error rate (EER). CRR is defined as
follows:

CRR = Tp

Ng
× 100%, (8)

where Tp is the correctly matched samples and Ng is the
number of samples in the gallery. EER is the point at which
the false acceptance rate (FAR) and false rejection rate (FRR)
are equal.

4.4 Intra-dataset veinmatching

In the intra-dataset matching experiment, our proposed
VeinTr is trained and tested with the CASIA dataset. The
results have been compared with state-of-the-art methods, as

Fig. 2 a–c are sample images from CASIA, Tongji, and PLUSVein,
respectively

summarized in Table 1. Notably, when considering correct
recognition rate (CRR), all handcrafted methods have con-
sistently achieved CRR exceeding 90%, and the performance
of NAF [18] is nearly saturated, reaching over 99%. Despite
that, our proposed method still exhibits robust capabilities,
outweighing NAF [18] by 0.02% and 0.42% for 850 and
940nm wavelengths, respectively.

Although the equal error rate (ERR) metric has been
presented by only a few methods, our proposed method sig-
nificantly surpasses the performance of PVSNet [17] by a
substantial margin of 3.61%, achieving an ERR of 0.10%.
Among handcrafted methods, our proposed method outper-
forms the second-best method, NMRT [7], by 0.41%.

4.5 Inter-dataset veinmatching

In the inter-dataset matching experiment, our proposed
VeinTr is individually trained on each dataset and subse-
quently tested with all three datasets. The results are shown
in Table 2. Notably, when the model is trained on the CASIA
dataset [41] and the TPV dataset [42], the test results across
three datasets consistently achieve CRR exceeding 90%,
demonstrating the powerful generalization capabilities of our
method.

In particular, when the model is trained on the CASIA
dataset [41], it achieves remarkable test results on the TPV
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Table 1 Intra-dataset vein
matching evaluation on the
CASIA dataset

Methods ROI Wavelength (nm) CRR% ERR%

Handcrafted Methods

WLD [6] Finger 850 97.50 6.08

NMRT [7] Palm 850 99.17 0.51

MFFM [9] Palm 850 90.87 N/A

MF-LDTP [33] Palm 850 95.00 N/A

LBPROT [13] Palm 940 96.00 11.70

LDP [31] Palm 940 98.30 N/A

Deep learning methods

PCA-PNN [35] Palm 850 84.00 N/A

MLPB [15] Palm 850 92.75 N/A

MDP [16] Palm 850 89.72 N/A

FaceNet [17] Palm 850 77.16 5.77

PVSNet [17] Palm 850 85.16 3.71

NAF [18] Palm 850 99.83 N/A

NAF [18] Palm 940 99.50 N/A

VeinTr (ours) Full hand 850 99.85 0.10

VeinTr (ours) Full hand 940 99.92 0.09

Bold values indicate top results. A higher CRR value represents stronger performance. A lower ERR value
represents stronger performance
Note that N/A stands for non-applicable

Table 2 Inter-dataset vein matching evaluation on the multiple datasets

Train set Test set CRR%
CASIA [41] TPV [42] PLUSVein [43]

CASIA [41] 99.85 98.17 97.62

TPV [42] 94.68 99.45 96.12

PLUSVein [43] 89.76 81.43 99.05

dataset [42] and the PLUSVein dataset [43], reaching CRR
of 98.17 and 97.62%, respectively.

The PLUSVein dataset is a relatively smaller dataset as
described in Sect. 4.2. When the model is trained on the
PLUSVein dataset, the learned feature representations are
relativelyweaker than those of themodel trained on the large-
scale dataset. Although the overall generalization ability is
somewhat weaker for the model trained on the PLUSVein
dataset [43], it still delivers promising results, achievingCRR
of 89.76 and 82.43% when tested on the CASIA dataset [41]
and the TPV dataset [42], respectively.

4.6 Ablation study

To demonstrate how each component contributes to the over-
all performance, we further conduct experiments specifically
on the two principle components of our proposed method:
the residual blocks and attention layers. In the experiments,
all networks are trained only on the CASIA dataset [41]

from scratch and we test it on the CASIA [41], TPV [42],
and PLUSVein [43] datasets. We report the final correct
recognition rate (CRR) todemonstrate the correspondingper-
formance.

How effective is each module? For a better understanding
of each module in our proposed method, we first ablate the
residual blocks and the attention layers. We report the exper-
imental results in Table 3. When we remove both the For the
model without attention layers, a substantial drop of 16.42%
in CRR can be observed when tested with the CASIA dataset
[41]. More notably, the CRR performances on the other two
datasets show a more dramatic decrease of over 30%. We
notice a similar trend when the residual blocks are elimi-
nated. Concretely, the test results on the CASIA dataset [41]
experience a significant drop, reaching a CRR of 95.12%.
Moreover, test results on the other two datasets also exhibit
a performance decrease over 10% in CRR.

Attention layer number We conduct experiments by vary-
ing the number of attention layers while keeping other
components at their default settings. The experiment results
are presented in Fig. 3. For CASIA [41], CRR is saturated
at the 3rd layers of attention blocks. Similarly, the CRR for
TPV [42] and PLUSVein [43] also reach the optimal perfor-
mance at the 3rd attention layers as well. However, it saw a
notable performance drop at both the 4th and the 5th attention
layers due to overfitting. We thus choose 3 layers of attention
blocks by default.

Residual block number In our experiments, wemanipulate
the number of residual blocks while maintaining other com-
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Table 3 Ablation experiments
of each module

Residual Attention Test set CRR%
CASIA [41] TPV [42] PLUSVein [43]

– – 56.28 29.63 34.44

� – 83.43 65.14 55.10

– � 95.12 75.07 83.67

� � 99.85 98.17 97.62

� means the corresponding module is used in the ablation study. “Residual” and “Attention” represent the
local feature encoder attention layer, respectively

Fig. 3 CRR performance of various number of attention layers

ponents at their default settings. The experimental results are
displayed in Fig. 4. Notably, similar to the trend observed
with attention layers, the testing CRR of the CASIA [41]
dataset saturates at the 3rd layers of residual blocks. Like-
wise, a steep increase in testing CRR can also be observed in
both TPV [42] and PLUSVein [43] datasets when the layer
number is below 4. However, unlike the behavior of atten-
tion layers, the overall testing CRR of PLUSVein [43] still
saw a rising trend at the 4th and the 5th layer. For the TPV
dataset [42], we can observe an increase of CRR at the 5th
layer, despite a small fluctuation at the 4th layer. Thus, 3
layers of residual block is a good choice to maintain the
trade-off between the CRR performance and the computa-
tional expense.

5 Conclusion

In this study, we have presented VeinTr, a novel hand vein
biometric identification framework that leverages residual
blocks and attention mechanisms to extract robust full-hand
vein features. It addresses the two common shortcomings
associated with learning-based techniques: complex pre-
processing procedures and information loss from partial
ROI. We evaluate our proposed method with three publicly

Fig. 4 CRR performance of various number of residual layers

available hand vein datasets in both intra- and inter-dataset
validation manner. Experimental results show our approach
outperforms the state-of-the-art methods. Additionally, we
conduct ablation studies to systematically analyze and ver-
ify the effectiveness of the key components in VeinTr. Our
experiments demonstrate that incorporating full-hand vein
patterns contributes to the overall robustness, particularly in
inter-dataset validation. Therefore, in future work, we would
like to investigate the fusion of full-hand vein information
with full-hand print data, further advancing the capabilities
of biometric identification systems.
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